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About Me

• Specialized Software Engineer at Eset

•Analysis, design and implementation  

• network IDS

•Network security features

• Security Consultant

• Security Researcher

•Design and analysis of security protocols



Home Router Vulnerabilities

• Legitimate Services

•Web Interface, FTP, Print server, UPnP, HNAP

•Default Credentials

•Application Vulnerabilities

• Insecure default settings

• Forgotten Services

• Telnet, Backdoors

•Updating the Firmware

• The big issue



Attacks on Home Routers

•Malware on routers

•Aidra, Carna – POC botnets

• The Moon – Linksys vulnerability

•Mirai – IoT, DDOS

•DNS changing malware

•Win32/Sality - component Win32/RBrute

•Dedicated exploit kit – SOHO pharming



Brazilian Campaign Overview

• Browser attacks

• Redirection

•Malicious page

•Advertising network

•Malicious Script

•Dictionary attack - username:password@server

• Change DNS server

• Phishing Attack

• Brazilian banks



Script Using the Internal LAN IP - CSRF



Script Using the Internal LAN IP 



Script using the public WAN IP



Script using Ipv6



Script Using Ipv6



Encrypted Scripts

•Angular JS

• Custom Plugin

•Downloading the config file for a router type

• Key exchange

•Decrypting the config file

• Script execution



Encrypted Scripts



Phishing Attack



Phishing Attack



Detection in Eset Products

•Network Protection Module, Script Detection
• RouterDNSChanger, JS/DNSChanger Trojan



Mitigations

•Change default password

•Update the firmware

•Tune the router security settings

•Browser JS plugins

•NoScript

•Test your router

•Home Network Protection 



Home Network Protection

•Open services

• LAN, WAN

•Default password

•Malicious DNS settings

•Outdated firmware 

•Application vulnerabilities

• XSS, command injection, RCE, Bad Access Rights



ESS v10 Beta Users Stats

•12000 routers

•15% weak passwords



ESS v10 Beta Users Stats

• 7% routers have at least one application vulnerability

Bad access rights 
vulnerabilities

53%

Command injection 
vulnerabilities

39%

Cross-site scripting 
vulnerabilities

8%

Vulnerabilities found by ESET Home Network Protection feature



ESS v10 Beta Users Stats

•TCP Open Services from LAN

• 80 – HTTP  85% 

• 443 - SSL(HTTPS) 21%

• 23 – Telnet  22%

• 22 – SSH  15%

• 21 - FTP 22%

• 139 - NetBIOS 15%, 445 – SMB 12%



Conclusion

• Home routers are vulnerable

• Attacks from home computers

• Future

•Next gen routers – IoT gateways

• Vulnerabilities of IoT devices


