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Overview

• Motivation

• Structure of RSA primes in specific library of Infineon AG

– Fast prime algorithm

• Detection of vulnerable RSA keys  

• Factorization method

– Coppersmith’s algorithm 

– Basic factorization method - infeasible 

– Optimizations – practical attack

• Attack complexity
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RSA primer – what does it mean and why should I care?

• RSA is widely used public-key cryptosystem (1977)

• Used for digital signatures (mail, software distribution, contracts…)

• Used for key exchange (HTTPS/TLS, PGP…) 

• Private part: private exponent d,random primes P, Q

• Public part:  public exponent e, modulus N

• Factorization attack: compute primes P and Q from the knowledge of N

N = P x Q
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Identify library which generated given public key (USENIXSec’16)

Distribution of primes (MSB) Large factors of p-1 / p+1 Number of factors

and more…

Bit stream statistics

60+ million fresh RSA keypairs

22 sw. libraries

16 smart cards
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Biased Infineon keys
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Motivation 

Entropy loss estimation
• Findings: 

𝑁 𝑚𝑜𝑑 7 ∈ {1,2, … , 6} - OK (6 out of 6)

𝑁 𝑚𝑜𝑑 11 ∈ {1, 10} - entropy loss (2 out of 10)

𝑁 𝑚𝑜𝑑 37 ∈ {1, 10, 26} - entropy loss (3 out of 36)

• Putting primes together:

– 𝑁 𝑚𝑜𝑑 7 ∗ 11 ∗ 37 ∈ {1,10,100,285,1000, 1453} (6 out of 2160)

– even greater entropy loss – 6 instead of 6*2*3 

• Further analysis: 

– 1,10 , 1, 10, 26 are subgroups of 𝑍11
∗ , 𝑍37

∗ , 

– Also {1,10,100,285,1000, 1453} is subgroup of 𝑍7.11.37
∗
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Main observation

• Generator of subgroups exists - 65537 (smallest):

𝑁 ≡ 65537𝑐 𝑚𝑜𝑑 2 ∗ 3 ∗ 5 … (for some 𝑐)

• Same hold for primes:

𝑝 ≡ 65537𝑎 𝑚𝑜𝑑 2 ∗ 3 ∗ 5 …

𝑞 ≡ 65537𝑏 𝑚𝑜𝑑 2 ∗ 3 ∗ 5 …

• Different 𝑀 = 2 ∗ 3 ∗ 5 ∗ ⋯ ∗ 𝒑𝒎𝒂𝒙 - related to key size

– RSA512 - 𝑀 = 2 ∗ 3 ∗ ⋯ ∗ 𝟏𝟔𝟕,  

– RSA1024 - 𝑀 = 2 ∗ 3 ∗ ⋯ ∗ 167 ∗ ⋯ ∗ 𝟑𝟓𝟑

– 𝒑𝒎𝒂𝒙= 167, 353, 701 or 1427
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Entropy loss of Infineon primes

• How many remainders 𝑝 𝑚𝑜𝑑 𝑀(≡ 65537𝑎) of Infineon primes?

– order 𝑜𝑟𝑑𝑀 65537 of generator ! 

• 𝑜𝑟𝑑𝑀 65537 - minimal 𝑎 (≠ 0) such that 65537𝑎 ≡ 1 𝑚𝑜𝑑 𝑀

– 65537𝑎 ≡ 1 𝑚𝑜𝑑 𝑀 ⇔

• 𝑜𝑟𝑑𝑀 minimal multiple of 𝑜𝑟𝑑2 , 𝑜𝑟𝑑3, …

𝑜𝑟𝑑𝑀 = 𝑙𝑐𝑚(𝑜𝑟𝑑2, 𝑜𝑟𝑑3, … )

65537𝑎 ≡ 1 𝑚𝑜𝑑 2
65537𝑎 ≡ 1 𝑚𝑜𝑑 3

65537𝑎 ≡ 1 𝑚𝑜𝑑 𝑝𝑚𝑎𝑥

…

⇒ 𝑜𝑟𝑑2| 𝑜𝑟𝑑𝑀

⇒ 𝑜𝑟𝑑3| 𝑜𝑟𝑑𝑀

⇒ 𝑜𝑟𝑑𝑝𝑚𝑎𝑥
| 𝑜𝑟𝑑𝑀

…
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Entropy loss of primes

(Example RSA – 512)

• Given only by structure: 𝒑 𝒎𝒐𝒅 𝑴

• Random primes 𝑚𝑜𝑑 𝑀 form group 𝑍𝑀
∗

– size of 𝑍𝑀
∗ =   𝜑 𝑀 = 2 − 1 . 3 − 1 … 167 − 1

• Infineon primes [65537] = 65537𝑎𝑚𝑜𝑑 𝑀: 

– size of [65537] = 𝑜𝑟𝑑𝑀 = 𝑙𝑐𝑚 𝑜𝑟𝑑2, 𝑜𝑟𝑑3, … , 𝑜𝑟𝑑167

• divisor of 𝒍𝒄𝒎 2 − 1,3 − 1, … , 167 − 1

• Random vs Infineon primes :  product vs 𝒍𝒄𝒎

– 262 vs 2216 - entropy loss 154 bits for RSA-512 
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Structure of Infineon primes 

𝑝𝑟𝑖𝑚𝑒 = 𝑘. 𝑀 + 65537𝑎 𝑚𝑜𝑑 𝑀, 𝑀 = 2 ∗ 3 ∗ 5 ∗ 7 … .

• Entropy loss in prime:

Consequences: 

• Strong fingerprint of RSA keys 

• Practical factorization of RSA keys is possible

Random

Infineon 𝑎𝑘 Determined by 𝑎

Random bits



https://crocs.fi.muni.cz @CRoCS_MUNI

Why so strange structure?

Prime generation is slow ! - primality tests (modular exponentiation)

Prime generation:

1. Random sampling – generate & test, generate & test, …

– Many iterations – small prime factor of generated number

2. Incremental search – generate & test, increment & test, increment…

– skip numbers with small prime factors

– sieving methods, Joye & Pailier algorithm, “Fast Prime” algorithm (Infineon)
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Fast prime 

(simplified)

Joye & Pailier method:

1. M – odd smooth number (M=3*5*7…)

2. Generate random 𝑘 with 𝑘 ∗ 𝑀 of required size 

3. Generate random 𝒖𝟎 ∈ 𝑍𝑀
∗

4. 𝑝 = 𝑘 ∗ 𝑀 + 𝑢 𝑚𝑜𝑑 𝑀 (𝑝 coprime to 𝑀)

5. If 𝑝 is not prime: 

𝑢 = 2 ∗ 𝑢 𝑚𝑜𝑑 𝑀 and go to Step 4 (𝑢 = 2𝑖 . 𝒖𝟎)

Infineon: M = 2*3*5*…, fixed 𝒖𝟎 = 𝟔𝟓𝟓𝟑𝟕 (𝑢 = 65537𝑖 . 𝒖𝟎)
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Detection of vulnerable keys

• Based on public RSA moduli 𝑁 ≡ 65537𝒄 𝑚𝑜𝑑 𝑀

• Vulnerable if 𝑐 exists ⇔ 𝑐𝑖 exist for all 𝑝𝑖|𝑀

i.e. 𝑁 ≡ 65537𝑐𝑖 𝑚𝑜𝑑 𝑝𝑖

– small 𝑝𝑖⇒ very fast - microseconds

– [65537] = 65537𝑐𝑖 can be pregenerated – even faster 

• Errors:

– False negatives - all Infineon primes have the specific form

– False positives - negligible probability (𝑃𝑟 < 2−150 )
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Factorization algorithm

𝑝 = 𝑘. 𝑀 + 65537𝑎 𝑚𝑜𝑑 𝑀

Input: 𝑵

Output: 𝒑, 𝒒 (such that 𝑁 = 𝑝 ∗ 𝑞)

1. Guess 𝑎

2. Compute 𝑘 using Coppersmith’s algorithm

3. if 𝑝|𝑁 return 𝑝, 𝑞 = 𝑁/𝑝
else 𝑎 = 𝑎 + 1 and go to step 1.

Perfectly parallelizable – 1000 cores ⇒ 1000x speedup
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*

Coppersmith’s attack

as a black box

1. Modulus 𝑁

2. Unknown factors 𝑝, 𝑞

3. Partial knowledge of prime

(at least ½ of bits of 𝒑)

4. Apply Coppersmith’s algorithm

𝑁

𝑝 - unknown 𝑞 - unknown*

coppersmith

**𝑝𝑙𝑜𝑤𝑝ℎ𝑖𝑔ℎ 𝑞 - unknown

𝑝ℎ𝑖𝑔ℎ
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Naïve algorithm 

• 𝑝 = 𝑘. 𝑀 + 65537𝑎 𝑚𝑜𝑑 𝑀

• Guess 𝑎

• compute 𝑘 using Coppersmith’s alg. 

(requires ½ of known bits – much more than that – large 𝑀)

• Infeasible – large 𝑎

𝑎

65537𝑎 𝑚𝑜𝑑 𝑀𝑘. 𝑀 +

256 bits

54 bits 970 bits = size of 𝑀

RSA -2048
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How to make attack practical ?

Idea: ½ known (= size of 𝑀) bits of 𝒑 is sufficient 

- smaller 𝑀′ ⇒ smaller (or equal) 𝑎′

- 𝑝 of the same form  ⇒ 𝑀′|𝑀

of size 𝑀

𝑎

65537𝑎 𝑚𝑜𝑑 𝑀𝑘 . 𝑀 +𝑝 =

of size 𝑀′

𝑎′

65537𝑎′ 𝑚𝑜𝑑 𝑀′𝑘′. 𝑀′ +𝑝 =

½
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Optimization

• Algorithm: guess 𝑎′ and compute 𝑘′ (𝑝 = 𝑘′. 𝑀′ + 65537𝑎′
𝑚𝑜𝑑 𝑀′)

• Minimize number of guesses: 𝑜𝑟𝑑𝑀′ 65537 − 1

• One search for 𝑀′:

– 𝑀′| 𝑀 - same structure

– size of 𝑀′ > ½ size of 𝑝 - required by Coppersmith’s alg.

– with minimal 𝑜𝑟𝑑𝑀′ 65537 - minimal number of guesses   
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Optimize M

Search space

• Looking for 𝑀′| 𝑀 with:

– 𝒔𝒊𝒛𝒆(𝑴′) >
𝑠𝑖𝑧𝑒 𝑝

2
and minimal 𝑜𝑟𝑑𝑀′

1. divisors 𝑀′ | 𝑀 – large space 

– brute force infeasible (0.5 ∗ 1012 for RSA-512)

2. divisors 𝑜𝑟𝑑𝑀′ of 𝑜𝑟𝑑𝑀 – smaller space

– 𝑜𝑟𝑑𝑀′ → 𝑀′ (maximal)

– small keys  (e.g. 38400 for RSA-512) – brute force feasible

– larger keys - greedy strategy

𝑀′

𝑜𝑟𝑑𝑀′70

105

385
…

12

4
15

55

…
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Optimize M

Greedy strategy

• Greedy strategy:

– iterative – local optimal improvement 

– 𝑆𝑖 , 𝑆𝑖+1 , 𝑆𝑖+2 , … ( 𝑆𝑗+1 is “biggest“ neighbor of 𝑆𝑗)

𝑆𝑖
𝑆𝑖+1
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Optimize M

Greedy strategy

• Greedy strategy:

– iterative – local optimal improvement

– 𝑆𝑖 , 𝑆𝑖+1 , 𝑆𝑖+2 , … ( 𝑆𝑗+1 is “biggest“ neighbor of 𝑆𝑗)

• Looking for 𝑀′: minimal 𝑜𝑟𝑑𝑀′(divisor of 𝑜𝑟𝑑𝑀) and 𝒔𝒊𝒛𝒆(𝑴′) >
𝑠𝑖𝑧𝑒 𝑝

2

• Optimize 𝑀

– neighbors:  𝑜𝑟𝑑𝑖+1 | 𝑜𝑟𝑑𝑖

– “biggest value” =
𝑠𝑖𝑧𝑒(𝑜𝑟𝑑𝑖)−𝑠𝑖𝑧𝑒( 𝑜𝑟𝑑𝑖+1)

𝑠𝑖𝑧𝑒 𝑀′𝑖 −𝑠𝑖𝑧𝑒( 𝑀′𝑖+1)
=

Δ 𝑠𝑖𝑧𝑒(𝑜𝑟𝑑)

Δ 𝑠𝑖𝑧𝑒(𝑀′)

𝑆𝑖
𝑆𝑖+1

𝑆𝑖+2

- maximize

- minimize
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i-th iteration

Idea: divide order by prime power - 𝑜𝑟𝑑𝑖+1= 𝑜𝑟𝑑𝑖/𝑃𝑗
𝑙,

𝑜𝑟𝑑𝑖

𝑐0

𝑐1

𝑐2

/𝑃1
1

/𝑃1
2

/𝑃2
1

...

...
𝑀𝑎𝑥2

𝑀𝑎𝑥1

𝑀𝑎𝑥0

...

candidates for 

𝑜𝑟𝑑𝑖+1

maximal 𝑀

𝑓0

𝑓1

𝑓2

𝑀𝑖

𝑜𝑟𝑑𝑖+1= 𝑐𝑗
...

𝑀𝑖+1= 𝑀𝑎𝑥𝑗

max 𝑓𝑗
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Maximal M

• How to find maximal 𝑀𝑖+1| 𝑀𝑖 for given 𝒐𝒓𝒅𝒊+𝟏| 𝑜𝑟𝑑𝑖?

• Let 𝑀𝑖= 11 ∗ 13 ∗ 17 ∗ 19

• Compute partial orders 𝑜𝑟𝑑11, … , 𝑜𝑟𝑑19

𝑚𝑜𝑑 11,13,17,19 and factorize.

• 𝑜𝑟𝑑𝑖= 𝑙𝑐𝑚 𝑜𝑟𝑑11, 𝑜𝑟𝑑13, 𝑜𝑟𝑑17, 𝑜𝑟𝑑19 = 2𝟑3𝟐

– maximal exponents of partial orders 

• Let 𝑜𝑟𝑑𝑖+1= 2131

– maximal 𝑀𝑖+1= 11.13

2  3

11 :  1  . 

13 :  1  1 

17 :  3 . 

19 :  .   2
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Maximal M

• How to find maximal 𝑀𝑖+1| 𝑀𝑖 for given 𝒐𝒓𝒅𝒊+𝟏| 𝑜𝑟𝑑𝑖?

• Let 𝑀𝑖= 11 ∗ 13 ∗ 17 ∗ 19

• Compute partial orders 𝑜𝑟𝑑11, … , 𝑜𝑟𝑑19

𝑚𝑜𝑑 11,13,17,19 and factorize.

• 𝑜𝑟𝑑𝑖= 𝑙𝑐𝑚 𝑜𝑟𝑑11, 𝑜𝑟𝑑13, 𝑜𝑟𝑑17, 𝑜𝑟𝑑19 = 2𝟑3𝟐

– maximal exponents of partial orders 

• Let 𝑜𝑟𝑑𝑖+1= 2132

– maximal 𝑀𝑖+1= 11.13.19

2  3

11 :  1  . 

13 :  1  1 

17 :  3 . 

19 :  .   2
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Example 

i-th iteration

23 ∗ 32

/21

/22

/31

17

candidates for 

𝑜𝑟𝑑𝑖+1

maximal 𝑀
𝑀𝑖

𝑀𝑖 22 ∗ 32

21 ∗ 32

23 ∗ 31

13 ∗ 17

/32 19

19

1

4.08
2

7.8

3.1

4.2

• 𝑀𝑖= 11 ∗ 13 ∗ 17 ∗ 19, 𝑜𝑟𝑑𝑖= 23 ∗ 32, 𝑃𝑗
𝑙 = 21, 22, 23, 31, 32

23 𝑜𝑟𝑑𝑖+1= 23

𝑀𝑖+1= 𝑀𝑖/19

𝑃𝑗
𝑙

max
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Attack complexity
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Attack complexity
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Attack complexity, cost and speed

• Worst case shown, average is half, uniform distribution of complexity  
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Coppersmith’s algorithm

Characteristics

• Usage: 

– Attack on RSA – private key or message recovery

– Factorization, smooth numbers

• Requirements: partial information must be known

– Key recovery - bits of primes, 

– Message - bits of message
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Coppersmith’s algorithm

Problem transformation

Steps:

1. Problem – known partial information about solution

2. Modular polynomial equation - with solution 𝑥0

3. Polynomial equation over 𝒁 - same solution 𝑥0

4. Solution – standard algorithms (Berlekamp-Zassenhaus)

𝑝𝑟𝑜𝑏𝑙𝑒𝑚 𝑓 𝑥 ≡ 0 𝑚𝑜𝑑 𝑏 𝑔 𝑥 = 0 𝑥0

partial info Coppersmith’s standard algs
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Coppersmith’s algorithm

Factorization (simplified)

1. known partial information about prime factor 𝑝 of 𝑁 :

- lower bits, upper bits or 𝒑 𝒎𝒐𝒅 𝑴
𝑝 = 𝑘 ∗ 𝑀 + 65537𝑎 𝑚𝑜𝑑 𝑀

2. Equation modulo unknown factor 𝑝 - solution 𝑘
𝑥 ∗ 𝑀 + 65537𝑎 𝑚𝑜𝑑 𝑀 ≡ 0 𝑚𝑜𝑑 𝑝

3. Equation over 𝑍 – same solution 𝑘

𝑓𝑎𝑐𝑡𝑜𝑟 𝑁 𝑓 𝑥 ≡ 0 𝑚𝑜𝑑 𝑝 𝑔 𝑥 = 0
𝒑 𝒎𝒐𝒅 𝑴 Coppersmith’s
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Coppersmith’s algorithm

Idea

Idea: For 𝑓 𝑥 ≡ 0 𝑚𝑜𝑑 𝑝 find 𝑔 𝑥 with the same solution 𝑘:

𝑔 𝑘 ≡ 0 𝑚𝑜𝑑 𝑝𝑚 ˄ |𝑔 𝑘 | < 𝑝𝑚 ⇒ 𝑔 𝑘 = 0 over 𝑍

How to construct 𝑔 𝑥 ?

1. Linear combination of polynomials with the same roots as 𝑓 𝑥
𝑔 𝑥 = σ𝑙 𝑎𝑙 ∗ 𝑓𝑙(𝑥) for 𝑓𝑙 𝑥 = 𝑥𝑖𝑁𝑚−𝑗 . 𝑓𝑗 𝑥

𝑓𝑙 𝑘 ≡ 0 𝑚𝑜𝑑 𝑝𝑚 since 𝑝𝑚−𝑗| 𝑁𝑚−𝑗 and 𝑝𝑗|𝑓𝑗 𝑘

2. Small 𝑔 𝑘 - use LLL algorithm
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Links

• Our paper: The Return of Coppersmith's Attack: Practical Factorization of 

Widely Used RSA Moduli https://dl.acm.org/citation.cfm?id=3133969

• Our page with some info and detection tool: 

https://crocs.fi.muni.cz/public/papers/rsa_ccs17

• Joye, Pailier: Fast Generation of Prime Numbers on Portable Devices

https://link.springer.com/chapter/10.1007/11894063_13

• Svenda et. al: The Million-Key Question—Investigating the Origins of RSA 

Public Keys https://www.usenix.org/node/197198

– Technical report 

https://crocs.fi.muni.cz/_media/public/papers/usenixsec16_1mrsakeys_trfimu_201603.pdf

https://dl.acm.org/citation.cfm?id=3133969
https://crocs.fi.muni.cz/public/papers/rsa_ccs17
https://link.springer.com/chapter/10.1007/11894063_13
https://www.usenix.org/node/197198
https://crocs.fi.muni.cz/_media/public/papers/usenixsec16_1mrsakeys_trfimu_201603.pdf
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Thank you for your attention!

Questions are welcome.


