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Factorization of widely used
RSA moduli
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Overview

Motivation

Structure of RSA primes in specific library of Infineon AG
— Fast prime algorithm

Detection of vulnerable RSA keys

Factorization method

— Coppersmith’s algorithm

— Basic factorization method - infeasible
— Optimizations — practical attack

Attack complexity
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RSA primer —what does it mean and why should | care?

 RSA s widely used public-key cryptosystem (1977)
« Used for digital signatures (mail, software distribution, contracts...)

« Used for key exchange (HTTPS/TLS, PGP...)
* Private part: private exponent d,random primes P, Q

* Public part: public exponent e, modulus N

N =P x O

 Factorization attack: compute primes P and Q from the knowledge of N

https://crocs.fi.muni.cz @CRoCS_MUNI
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Biased Infineon keys
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Motivation

Entropy loss estimation

* Findings:
Nmod 7 € {1,2,...,6} - OK (6 out of 6)
N mod 11 € {1,10} - entropy loss (2 out of 10)
N mod 37 € {1,10,26} - entropy loss (3 out of 36)

« Putting primes together:
— Nmod 7 +*11%37 € {1,10,100,285,1000, 1453} (6 out of 2160)
— even greater entropy loss — 6 instead of 6*2*3

* Further analysis:
—{1,10},{1,10, 26} are subgroups of Z;,, Z3-,
— Also {1,10,100,285,1000, 1453} is subgroup of Z7 11 37

https://crocs.fi.muni.cz @CRoCS_MUNI
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Main observation

« Generator of subgroups exists - 65537 (smallest):

N = 65537“mod 2+ 3 x5... (for some c)
« Same hold for primes:

p = 65537%mod 23 5 ...

g = 65537 mod 23 %5 ...

* Different M =2+« 3 x5 ---xp_. .. - related to key size
— RSA512 -M=2%3%---%x167,
— RSA1024-M =23 %+ % 167 *---* 353
— Pmar= 167, 353, 701 or 1427

https://crocs.fi.muni.cz @CRoCS_MUNI
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Entropy loss of Infineon primes

* How many remainders p mod M (= 65537%) of Infineon primes?
— order ord,;(65537) of generator !

* ordy(65537) - minimal a (# 0) such that 65537 = 1 mod M

— 65537 = 1mod M & 65537% = 1mod 2 = ord,| ordy
65537% = 1 mod 3 = ord;| ordy
65537% = 1 mod Py = ord, | ordy

* ord,, minimal multiple of ord, , ords, ...
ordy = lecm(ord,, ords;, ...)

https://crocs.fi.muni.cz @CRoCS_MUNI
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Entropy loss of primes

(Example RSA — 512)

« Given only by structure: p mod M

« Random primes mod M form group Z,,
—-sizeofZy; = M) =(2-1).(3-1)..(167 —1)

* Infineon primes [65537] = 65537%mod M:

— size of [65537] = ord,, = Icm(ord,, ords, ...,ord 47)
e divisorof Iem(2-13-1,..,167 —1)

 Random vs Infineon primes : product vs Ilem
—2°2 ys 241% - entropy loss 154 bits for RSA-512

https://crocs.fi.muni.cz @CRoCS_MUNI
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Structure of Infineon primes

prime = k.M + 65537 mod M, M =2 *3x5x%7 ...
* Entropy loss in prime:

infineon |G Detcrminea by
Random Random bits

Consequences:
« Strong fingerprint of RSA keys
* Practical factorization of RSA keys is possible

https://crocs.fi.muni.cz @CRoCS_MUNI
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Why so strange structure?

Prime generation is slow ! - primality tests (modular exponentiation)

Prime generation:

1. Random sampling — generate & test, generate & test, ...
— Many iterations — small prime factor of generated number

2. Incremental search — generate & test, increment & test, increment...
— skip numbers with small prime factors

— sieving methods, Joye & Pallier algorithm, “Fast Prime” algorithm (Infineon)

https://crocs.fi.muni.cz @CRoCS_MUNI
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Fast prime

(simplified)

Joye & Pallier method:

1. M - odd smooth number (M=3*5*7...)

2. Generate random k with k * M of required size
3. Generate random ugy € Zy,
4. p=k+*M+umod M (p coprime to M)
5. Ifpis not prime:
u=2x*umodM and go to Step 4 (u = 2L uy)
Infineon: M = 2*3*5*.__, fixed uy = 65537 (u = 65537 uy)

https://crocs.fi.muni.cz @CRoCS_MUNI
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Detection of vulnerable keys

- Based on public RSA moduli N = 65537 mod M
* Vulnerable If ¢ exists < c; exist for all p;|M
l.e. N = 65537 mod p;

— small p;= very fast - microseconds
— [65537] = 65537¢ can be pregenerated — even faster

* Errors:
— False negatives - all Infineon primes have the specific form
— False positives - negligible probability (Pr < 27159)

https://crocs.fi.muni.cz @CRoCS_MUNI
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Factorization algorithm

p=k.M+ 65537 mod M
Input: N
Output: p,q (suchthat N = p * q)

1. Guess a
2. Compute k using Coppersmith’s algorithm

3. If p[Nreturnp,q=N/p
elsea =a+ 1 and go to step 1.

Perfectly parallelizable — 1000 cores = 1000x speedup

https://crocs.fi.muni.cz @CRoCS_MUNI
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Coppersmith’s attack
as a black box
1. Modulus N

2. Unknown factors p, g

[p - unknown|
3. Partial knowledge of prime _ *

(at least '~ of bits of p)

1. Apply Coppersmit's agorithm

https://crocs.fi.muni.cz @CRoCS_MUNI
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Naive algorithm

¢ p = k.M + 65537 mod M -
. o RSA -2048 250 Dits
¢ a

BElM +

54 bits 970 bits = size of M
« compute k using Coppersmith’s alg. |
(requires 2 of known bits — much more than that — large M) J

* Infeasible —large a

https://crocs.fi.muni.cz @CRoCS_MUNI
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How to make attack practical ?

ldea: 2 known (= size of M) bits of p is sufficient
- smaller M" = smaller (or equal) a’
- p of the same form = M'|M

p= @M +

of size M

of size M’

https://crocs.fi.muni.cz @CRoCS_MUNI
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Optimization

- Algorithm: guess a’ and compute k' (p = k'.M' + 65537% mod M')
* Minimize number of guesses: ord,;,(65537) — 1

« One search for M":
- M'|M - same structure
— size of M' > V2 size of p - required by Coppersmith’s alg.
— with minimal ord,;,(65537) - minimal number of guesses

https://crocs.fi.muni.cz @CRoCS_MUNI
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Optimize M
Search space
« Looking for M'| M with:

— size(M") > size(p)

and minimal ordy,

1. divisors M’ | M — large space
— brute force infeasible (0.5 * 101% for RSA-512)

2. divisors ord,;, of ord,, — smaller space
—  ordy, » M (maximal)
— small keys (e.g. 38400 for RSA-512) — brute force feasible
— larger keys - greedy strategy

https://crocs.fi.muni.cz @CRoCS_MUNI



CR&,CS

Optimize M
Greedy strategy

« Greedy strategy:
— Iterative — local optimal improvement
— Siy Sit1s Siv2, - (Sj41 18 “biggest” neighbor of ;)

https://crocs.fi.muni.cz @CRoCS_MUNI
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Optimize M
Greedy strategy

« Greedy strategy:
— Iterative — local optimal improvement
— Siy Sit1s Siv2, - (Sj41 18 “biggest” neighbor of ;)

« Looking for M': minimal ord,,,(divisor of ord,,) and size(M') > size(p)
* Optimize M
— neighbors: ord;yq | ord;

. size(ord;)—size( ord; A size(ord - maximize
_ “piggest value” = SZerd)=size(ordisy) _ Asize(ord)
size( Mr;)—size(M/1jyq) Asize(M’)  _ minimize

https://crocs.fi.muni.cz @CRoCS_MUNI
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I-th 1teration

ldea: divide order by prime power - ord;,;= ordl-/le,

candidates for maximal M
ord;sq

- Max,| s fo - M= Max; |
Max,| mm) f1  m=m) ord; 1= ¢;
) . max f;

Max, | mm) f,

Ry
111

https://crocs.fi.muni.cz @CRoCS_MUNI
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Maximal M

* How to find maximal M;.4| M; for given ord,; | ord;?

« Let M;=11%13%17 %19 2 3
« Compute partial orders ordyq, ..., ord;q 11:1.
mod 11,13,17,19 and factorize. 13: 11
17: 3 .

19: . 2

» ord;= lem(ordyq,0rdy3,0rd{,, 0rd{g) = 233>
— maximal exponents of partial orders

 Let ord;,,= 2131
— maximal M;,;=11.13

https://crocs.fi.muni.cz @CRoCS_MUNI
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Maximal M

* How to find maximal M;.4| M; for given ord,; | ord;?

« Let M;=11%13%17 %19 2 3
« Compute partial orders ordyq, ..., ord;q 11:1.
mod 11,13,17,19 and factorize. 13: 11
17: 3 .

19: . 2

» ord;= lem(ordyq,0rdy3,0rd{,, 0rd{g) = 233>
— maximal exponents of partial orders

 Let ord;, = 213°
— maximal M;,;=11.13.19

https://crocs.fi.muni.cz @CRoCS_MUNI
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Example
I-th I1teration

* M;=11%13 17 x 19, ord;= 23 % 32, p; = 2,22,23,31, 32

candidates for maximal M

le 0rdi+1 Mi
M ]//21':22*32: mm) | 17
/22 (21 %32 mmm) (13 17
5 *32]4', , , ‘M,.,= M;/19
N 323+ 3] mmd [ 19 ' s il
23 | =) | 19 ordi,,= 25

https://crocs.fi.muni.cz @CRoCS_MUNI
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Attack complexity

¥ 1075
@
0 ® \Worst case factorization time o
> 10°° - . o
o 512-bit: 2 CPU hours K
£ 10°° 4 () 1024-bit: 2 CPU months ($76 on AWS) &
S %5 - 2048-bit: 100 CPU years ($40.300 on AWS) _.'
@
- o’
N 10% - o &
S o ."
T 1025 - & s
e &
(]
$ 10*° - . Ry
© ®
E 10° - -'. / —+=
. . .
; --------------------------------------------- R L R R R R LR L

512 1024 1536 2048 2560 3072 3584 4096
Key size [bits]
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Attack complexity
M- M-

E Mgy
— < >< >< ><—>
2 1073

L

0 ® \Worst case factorization time o
> 1065 A _ ® 3936
° 512-bit: 2 CPU hours K
£ 1055 - 1024-bit: 2 CPU months ($76 on AWS) S
- - i )
S 0% A 2048-bit: 100 CPU years ($40.300 on AWS) o
= No practical attack o
(8]
N 1035 - . d
E .'. o
G 10?5 - s o
Y— [ ]
9 1015 - : &
E o dll'l
+ 105 - .‘ /’. = |
0 I -
S 's".. . \
= 512 1024 1536 2048 2560 3072 3584 4096

Key size [bits]
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Attack complexity, cost and speed

Key size University cluster Rented Amazon c4 instance Energy-only price ($0.2/kWh)
(Intel E5-2650 v3@3GHz Q2/2014) | (2x Intel E5-2666 v3(@2.90GHz, estimated) | (Intel E5-2660 v3@2.60GHz, estimated)
512 b 1.93 CPU hours (verified) 0.63 hours, $0.063 $0.002
1024 b 97.1 CPU days (verified) 31.71 days, $76 $1.78
2048 b 140.8 CPU years 45.98 years, $40,305 $944
3072 b 2.84 * 10%° years 9.28 x 10°* years, $8.13 + 10% $1.90 * 10%°
4096 b 1.28 % 10° years 4.18 * 10° years, $3.66 = 101 $8.58 * 107

* Worst case shown, average is half, uniform distribution of complexity

https://crocs.fi.muni.cz @CRoCS_MUNI
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Coppersmith’s algorithm
Characteristics
* Usage:
— Attack on RSA — private key or message recovery
— Factorization, smooth numbers

* Requirements: partial information must be known
— Key recovery - bits of primes,
— Message - bits of message

https://crocs.fi.muni.cz @CRoCS_MUNI
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Coppersmith’s algorithm
Problem transformation

Steps:

1. Problem — known partial information about solution

2. Modular polynomial equation - with solution x,

3. Polynomial equation over Z - same solution x,

4. Solution — standard algorithms (Berlekamp-Zassenhaus)

problem ‘f(x)EOmodb ‘ glx)=20 ‘ Xo

partial info Coppersmith’s standard algs

https://crocs.fi.muni.cz @CRoCS_MUNI
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Coppersmith’s algorithm
Factorization (simplified)
1. known partial information about prime factor p of N :

- lower bits, upper bits or p mod M
p=kx*xM+4 65537 mod M

2. Equation modulo unknown factor p - solution k
(x * M + 65537 mod M) = 0 mod p

3. Equation over Z — same sw,k

factor N - f(x) = Omodm(x) =0

p mod M Coppersmith’s

https://crocs.fi.muni.cz @CRoCS_MUNI
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Coppersmith’s algorithm

ldea

ldea: For f(x) = 0 mod p find g(x) with the same solution k:
g(k) =0mod p™ n |glk)|<p™ = g(k) =0overZ

How to construct g(x) ?
1. Linear combination of polynomials with the same roots as f(x)

g(x) =Tia*fi(x) for fi(x) = xIN™ . fI(x)
fi (k) = 0mod p™ since p™ /| N/ and p/|f’ (k)
2. Small g(k) - use LLL algorithm

https://crocs.fi.muni.cz @CRoCS_MUNI
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Links

* Qur paper: The Return of Coppersmith's Attack: Practical Factorization of
Widely Used RSA Moduli https://dl.acm.org/citation.cfm?id=3133969

« QOur page with some info and detection tool:
https://crocs.fi.muni.cz/public/papers/rsa ccsl7

« Joye, Pallier: Fast Generation of Prime Numbers on Portable Devices
https://link.springer.com/chapter/10.1007/11894063 13

« Svenda et. al: The Million-Key Question—Investigating the Origins of RSA
Public Keys https://www.usenix.org/node/197198

— Technical report
https://crocs.fi.muni.cz/ media/public/papers/usenixsecl6 lmrsakeys trfimu 201603.pdf

https://crocs.fi.muni.cz @CRoCS_MUNI
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Thank you for your attention!
Questions are welcome.
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